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Algorithm 1 : The key-IV setup of A5/1
fori=1 to 64 do
clock all 3 LFSRs
for i =65 to 86 do
R1 [O] — IV;'_64 D Rl [O]
R2 [0] — IV;'764 ) R2 [0]
Rs [O] — 1V,_64 @ R3 [0]
clock all 3 LFSRs
fori=1 to 99 do
Apply update state function
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Algorithm 2 : The key-IV setup of A5/2
fort:=0 to 63 do
R1[0] + K; & Ry[0]
RQ[O] — K, ® RQ[O]
[0]
[0]

R3[O] +— K; ® R3]0
R4[O] +— K; ® R4|0
clock all 4 LFSRs
for i=0 to 21 do
Ri[0] = 1V; © R1[0
RQ[O] «— 1V, @ RQ[
R3[0] < IV; @ R3]
R4[0] « IV; ® Ry
clock all 4 LFSRs
Set R1[18], R2[16], R3[15], R4[10} to 1
fori=1 to 99 do
Apply update state function
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Algorithm 3 : The key setup of RC4

Input: (K[0],---, K[l —1]) where [ is key length in bytes
for i =0 to 255 do
Sli] <1
7+ 0

for i =0 to 255do
j + (j + S[i] + K[i modI]) mod 256
Swap S[i] < S[j]
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Algorithm 4 : The Running Key Generator of RC4
1+ 0
j<0
fori=0 to N do
i< (i+1) mod 256.
Jj < (j+ S[i]) mod 256
Swap S[i] + S[4]
Z; < S[S[i] + S[j] mod 256]
Output Z;
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Algorithm 5 : The key-IV setup of Trivium
(51,82, ,503) « (K1, -, Ks0,0,--,0)
(894,895, -+, 8177) < (IV1,--+ ,1V30,0,---,0)
(5178, 8179, , S288) = (0,---,0,1,1,1)
fori=1 to 4 x 288 do

t1 < Se6 + So1 * S92 + So3 + S171
ta < S162 + S175 - S176 + S177 + S264
3 <= S243 + S286 - S287 + S288 + S69

(51,82, - ,803) < (t3,51,- -, S92)
(894, 895, ++ ,8177)  (t1, S04, , S176)
(5178, 5179, - , 5288) < (t2, 5178, - , 5287)
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Algorithm 6 : The Running Key Generator of Trivium

fori=1 to N do
t1 < Se6 + So3
ta < S162 + S177
3 < S243 + Soss
Zi <t +to +t3
t1 < t1 + S91 * S92 + S171
ta < t2 + S175 - S176 + S264

t3 < t3 + S286 - S287 + Se9

(81,82, ,803) < (t3,51, -, S592)
(594,895, ++ , 8177) < (1,894, , S176)
(s178, 5179, »8288) < (t2, 5178, , S287)
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