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Abstract Syntax Tree
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Control Flow Graph
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Program Dependence Graph
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Code Propert Graph
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GraphSPD: Graph-Based Security Patch Detection with Enriched 
Code Semantics, S. Wang, X. Wang, K. Sun, S. Jajodia, H. Wang, 
Q. Li, IEEE S&P 2023.
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Introduction

• As announced by the 2021 report, 98% of codebases contain open source 
components 
• Meanwhile, 84% of code-bases have at least one open-source vulnerability  
• 60% of them contain high-risk vulnerabilities  

• By exploiting the OSS vulnerabilities reported in the vulnerability databases 
(e.g., NVD), attackers can perform “N-day” attacks against unpatched 
software systems 
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Problem

• A large volume of OSS security patches (e.g., GitHub commits fixing 
vulnerabilities) are silently released.  

• Average users need to timely detect and apply security patches before being 
exploited by armored attackers. 
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Previous Solutions and Limitations 
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A Graph-Based Security Patch Detection System 

• PatchCPG: a new graph representation of inherent code change structures.  
• Syntax and semantics: AST + control & data dependency graph.  
• Changes and relations with context: pre-patch + post-patch graph.  

• PatchGNN: a tailored GNN model to capture diverse patch structural 
information 
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PatchCPG: From Patch to Graph

• Challenge: how to construct PatchCPG? 

12[GraphSPD]



CE 815 - Secure Software SystemsFall 1404

Patch Code Property Graph (PatchCPG) 

• A joint graph encodes rich 
patch structural information. 
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Patch Code Property Graph (PatchCPG) 

• A joint graph encodes rich 
patch structural information. 

14

What is added?

What is deleted?

What context statements are related? 

[GraphSPD]



CE 815 - Secure Software SystemsFall 1404

Patch Code Property Graph (PatchCPG) 

• A joint graph encodes rich 
patch structural information. 
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What is added?

What is deleted?

What context statements are related? 

Which statements decide the 
(un)safe operation? 
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Patch Code Property Graph (PatchCPG) 

• A joint graph encodes rich 
patch structural information. 
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What is added?

What is deleted?

What context statements are related? 

Which statements decide the 
(un)safe operation? 

Where the value comes from?
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Patch Code Property Graph (PatchCPG) 

• A joint graph encodes rich 
patch structural information. 
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What is added?

What is deleted?

What context statements are related? 

Which statements decide the 
(un)safe operation? 

Where the value comes from?

How each statement 
looks like?
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Reducing Noisy Information by Slicing 

18[GraphSPD]



CE 815 - Secure Software SystemsFall 1404

PatchGNN: Detect Security Patches from PatchCPGs 

• Challenge 1: how to embed the PatchCPGs?  
• Challenge 2: how to learn multiple attributes (CDG/DDG/AST/pre/post)? 
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• Node Embedding 
o20-dimensional vulnerability features.  

▪ Code Snippet Metadata (2): the number of characters, the version information (i.e., 
deleted, added, or context). 

▪ Identifier and Literal Features (7): the number of function calls, variables, numeric 
numbers, strings, pointers, arrays, and null identifiers. 

▪ Control Flow Features (3): the boolean features indicating if the node is a 
conditional, loop, or jump statement. 

▪ Operator Features (4): the number of arithmetic, relational, logical, and bitwise 
operators. 

▪ API Features (4): the boolean features indicating if the code snippet contains the 
APIs of memory operations, string operations, lock operations, and system 
operations.

PatchCPG Embeddings
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PatchCPG Embeddings
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PatchCPG Embeddings
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• Edge Embedding 
o5-dimensional binary vector.  
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PatchGNN with Multi-Attribute Graph Convolution 
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PatchGNN with Multi-Attribute Graph Convolution 
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Implementation & Evaluation 
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Compared with Sequential-based Solution 
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Compared with Vulnerability Detection Solutions 
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Case Study on False Negetives
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Case Study on OSS Repos
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Slicing Depth
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Conclusion

• Silent security patches can be leveraged by attackers to launch N-day 
attacks.  
• GraphSPD presents patches as graphs and identifies security patches with 

graph learning, achieving higher accuracy and fewer false alarms.  
• GraphSPD can be extended to other programming languages. 
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Discuss

• PatchDB only collects security patches from NVD  
• SPI-DB contains security patches only from two repositories  
• GraphSPD mainly learns from the existing patterns and may not apply to the 

unseen ones  
• Cannot distinguish specific security patch types: 
• Some patches are too rare to be included in training set  
• Data is imbalanced in security patch datasets. According to the analysis on NVD, 

24.6% of vulnerabilities are related to code execution, whereas only 0.1% of 
vulnerabilities are HTTP response splitting 

• Single within function support!
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