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Internet, smart or dumb?
• “Smart” networks offer sophisticated services that can be delivered to 

very simple end-user devices on the “edge” of the network. 

• Other networks are “dumb” — they offer only a very basic service and 

require that the end-user devices are intelligent. 

• Centralized innovation means slow innovation. It also means innovation 

directed by the goals of a single company. As a result, anything that 
doesn’t seem to fit the vision of the company that owns the network is 
rejected or even actively fought.


• Surprisingly, then, “dumb” networks are the smart choice for innovation 
and freedom.
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[Why Dumb Networks Are Better, Andreas 
M. Antonopoulos, Medium, 2016 ]

https://medium.com/@aantonop/why-dumb-networks-are-better-f0b94c271b76
https://medium.com/@aantonop/why-dumb-networks-are-better-f0b94c271b76
https://medium.com/@aantonop/why-dumb-networks-are-better-f0b94c271b76
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Permission less model 
• The Internet is a dumb network, which is its defining and most valuable feature.


• The Internet’s protocol (transmission control protocol/Internet protocol, or 
TCP/IP) doesn’t offer “services.” TCP/IP acts as an efficient pipeline


• It doesn’t make decisions about content. 

• It doesn’t distinguish between photos and text, video and audio. 

• It doesn’t have a list of approved applications.

• It doesn’t even distinguish between client and server, user and host, or 

individual versus corporation.

• Every IP address is an equal peer.


• So the dumb network becomes a platform for independent innovation, without 
permission, at the edge.


• Simultaneously this  permission less design certainly affects the security.
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[Why Dumb Networks Are Better, Andreas 
M. Antonopoulos, Medium, 2016 ]

https://medium.com/@aantonop/why-dumb-networks-are-better-f0b94c271b76
https://medium.com/@aantonop/why-dumb-networks-are-better-f0b94c271b76
https://medium.com/@aantonop/why-dumb-networks-are-better-f0b94c271b76
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Ownership challenge
• Complicated legal “edge cases” around ownership of (e.g. IP addresses) are 

minor exceptions.

• What risks are mitigated, accepted or externalized is driven first and foremost 

by the incentives of the owner. 

• So institutional mechanisms might constrain or otherwise shape these 

incentives.

• One could basically call this a property rights approach to security governance. 

• Ownership is a conceptually straightforward starting point for thinking about 

governance. 

• So why governance is so complicated, or in some ways, absent: 

• Because ownership is extremely distributed across an interdependent global 

ecosystem of resources, systems, and services.

4

[Patching security governance: an empirical view of 
emergent governance mechanisms for cybersecurity.  Van 
Eeten, M., Digital Policy, Regulation and Governance, 2017]
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A common belief: 

Internet is a “global digital commons” or “public good”.


The fact:

Nearly every resource, system or service is someone’s private property.

[Patching security governance: an empirical view of 
emergent governance mechanisms for cybersecurity.  Van 
Eeten, M., Digital Policy, Regulation and Governance, 2017]
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• Vendor-controlled platforms.

• More and more of our devices are 

closed down, or at least less open 
than general-purpose computers, 
and controlled by vendors. 


• Vendors limit what users can do with 
their devices, i.e. What code they 
can run.

• The rise of cloud computing.

• More of our data and computing takes 

place on the networks of others, rather 
than on our own node.


• Obvious examples are Gmail, Salesforce, 
Amazon elastic cloud compute, 
Facebook, Uber, Spotify, Office 365, 
Dropbox, etc.

Shifting property rights
Schneier has observed that two recent developments are impacting the 
authority of owners of nodes:
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from users to internet intermediaries

[Patching security governance: an empirical view of 
emergent governance mechanisms for cybersecurity.  Van 
Eeten, M., Digital Policy, Regulation and Governance, 2017]
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from users to internet intermediaries

• Sometimes these companies are referred to  
as internet intermediaries. 


• Their security practices determine to an 
increasing degree the security of everyone.


• In many cases, we do not really have a good 
way to evaluate what they are doing.

[Patching security governance: an empirical view of 
emergent governance mechanisms for cybersecurity.  Van 
Eeten, M., Digital Policy, Regulation and Governance, 2017]
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Feudal security
• Now that the IT industry has matured, we expect more security “out of the box.”

• We cede control of our data and computing platforms to these companies and 

trust that they will treat us well and protect us from harm.

• We become their vassals; or, on a bad day, their serfs.


• Feudal security also has its risks. Vendors can act arbitrarily, against our 
interests.


• The feudal relationship is inherently based on power. 

• In Medieval Europe, people would pledge their allegiance to a feudal lord in 

exchange for that lord’s protection. This arrangement changed as the lords 
realized that they had all the power and could do whatever they wanted. Vassals 
were used and abused; peasants were tied to their land and became serfs.
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[You Have No Control Over Security on the Feudal Internet, 
Bruce Schneier, Harvard Business Review, 2013]

https://www.schneier.com/essay-409.html
https://hbr.org/2013/06/you-have-no-control-over-s
https://hbr.org/2013/06/you-have-no-control-over-s
https://hbr.org/2013/06/you-have-no-control-over-s
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Feudal security 2
• How do we survive?

• Increasingly, we have little alternative but to trust someone, so we need 

to decide who we trust — and who we don’t — and then act accordingly. 

• On the policy side, we have an action plan.

• In the short term, we need to keep circumvention — the ability to 

modify our hardware, software, and data files — legal and preserve net 
neutrality.


• In the longer term, we all need to work to reduce the power imbalance. 
Medieval feudalism evolved into a more balanced relationship in which 
lords had responsibilities as well as rights.


• Regulations or games to change the scene. 
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[You Have No Control Over Security on the Feudal Internet, 
Bruce Schneier, Harvard Business Review, 2013]

https://www.schneier.com/essay-412.html
https://hbr.org/2013/06/you-have-no-control-over-s
https://hbr.org/2013/06/you-have-no-control-over-s
https://hbr.org/2013/06/you-have-no-control-over-s
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Limitations on property rights of owners

• Another trend is the growing number of regulatory constraints on the 
property rights of device owners.


• This is mainly happening in sectors that were already strongly 
institutionalized and regulated, such as health, energy, financial services, 
and transportation.


• Slowly but surely, though, security standards are being recommended or 
mandated in these sectors.


• Many of these standards are process-based (“adopt adequate 
safeguards”), rather than mandating specific technical security measures.
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[Patching security governance: an empirical view of 
emergent governance mechanisms for cybersecurity.  Van 
Eeten, M., Digital Policy, Regulation and Governance, 2017]
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Limitations on property rights of vendors
• The last shift in security governance to highlight here is changes in the property rights of 

vendors. 

• Conventionally, software and hardware vendors put their products into the market 

without requirements in terms of how they were secured.

• Users, whether corporate or consumer, have to accept End User License Agreements 

(EULAs) to be able to use the product.

• This is not without benefits in terms of innovation (“go fast and break things”), but the 

downside is that time-to-market and other economic incentives have often trumped 
security.


• Some cases for such trend are:

• Dutch consumer union (Consumentenbond) took Samsung to court for failing to 

release security patches for even recent phones. 

• Another case, Samsung rolled out a software update that prevented the phones not 

returned in the “Note 7 recall” from charging, rendering it completely unusable.
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[Patching security governance: an empirical view of 
emergent governance mechanisms for cybersecurity.  Van 
Eeten, M., Digital Policy, Regulation and Governance, 2017]
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Multiple players
• There isn’t a complete coupling between 

governance institutions and operation at 
resources connected to the internet.


• ICANN and OpenDNS

• IETF and ignored RFCs


• Governance research is heavily focused on 
the top of the figure, cybersecurity research 
on the bottom.


• The discourse and control are only loosely 
coupled reflects  fact a particular political 
economy, where many states have not 
imposed wide-ranging hierarchical control.


• This particular arrangement is contingent 
and might change over time.
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[Patching security governance: an empirical view of 
emergent governance mechanisms for cybersecurity.  Van 
Eeten, M., Digital Policy, Regulation and Governance, 2017]



S4Lab

CE 876: Intro. to CyberSec Governance 

Information Security Eng. & Mng.Spring 1400

A general overview to cyber security 
governance

• We will talk  more 
on these structures 
in the following 
lectures.
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[Mapping the cybersecurity institutional landscape, Kuerbis, B., 
& Badiei, F., Digital Policy, Regulation and Governance, 2017]
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نگاه از سمت سارق
هزینه دستبرد: نقل و انتقال، دستمزد همکاران، ریسک دستگیری، وکیل و غیره 
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نگاه از سمت بانک

هزینه دستبرد: ارزش اسکناس ها، ارزش خودپرداز، وجهه تبلیغاتی، وکیل و غیره 

هزینه امن سازی ≤هزینه دستبرد X احتمال دستبرد 
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امن سازی

هزینه بیشتر یا کمتر

تا ثیر در سود آوری

امنیت یک امر اقتصادی است
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هزینه کرد برای آنتی ویروس ≤ هزینه آلودگی X احتمال آلودگی
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هزینه برای رفتار عجیب ≤ هزینه برداشت غیر مجاز X احتمال آن
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هزینه مراقبت فیزیکی از شناسنامه ≤ هزینه گم شدن شناسنامه X احتمال آن 

هزینه مراقبت از اطلاعات شناسنامه ≤ هزینه به اشتراک گذاری اطلاعات شناسنامه 
X احتمال سوء استفاده از آن

*این مدارک هویتی بصورت عمومی در اینترنت در دسترس 
بوده است و بخش های حساس آن جهت حفظ حریم خصوصی 

کابران پوشیده شده است.
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https://www2.census.gov/library/publications/1960/compendia/hist_stats_colonial-1957/hist_stats_colonial-1957-chZ.pdf
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حوزه بحث



 (S4 Lab) آزمایشگاه ایمنی و امنیت نرم  افزار و سیستم ها
 



 (S4 Lab) آزمایشگاه ایمنی و امنیت نرم  افزار و سیستم ها
 



 (S4 Lab) آزمایشگاه ایمنی و امنیت نرم  افزار و سیستم ها
 



 (S4 Lab) آزمایشگاه ایمنی و امنیت نرم  افزار و سیستم ها
 

• good data usage
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داده = نفت

البته مانند نفت، داده پردازش شده بسیار با ارزش تر است

[ ]

https://www.raconteur.net/wp-content/uploads/2015/09/Big-data-is-the-new-oil1.jpg
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مرداد ١٣٩٧

نفوذ به وب گاه زرین پال

فروردین ماه ١٣٩٧

درز اطلاعات ICT روستایی
فروردین ماه ١٣٩٧

 درز اطلاعات شناسه و شمارەی همراه
همەی کاربران سروش

انتشار اطلاعات هویتی بیش از ١۶ 
هزار کاربر 

اشتباه امنیتی سروش!

هنوز مشخص نیست

اسفند ١٣٩۶

ثبت سفارش

تغییر در اطلاعات ثبت سفارش 
صمت

اسفند ١٣٩۶

انتشار شمارەی کاربران در هنگام بازدید از 
برخی وب گاەها

اشتباه امنیتی اپراتورها

داده (در ایران) = ——-
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داده
هزینه امن سازی ≤ هزینه دسترسی غیر مجاز به داده ها X احتمال آن
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قوانین اطلاع رسانی دسترسی غیر مجاز به داده ها

https://digitalguardian.com/blog/history-data-breaches
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مقررات عمومی حفاظت از اطلاعات
جایگزین قانون قبلی در سال ۱۹۹۵•
حفاظت از اطEعات با طراحی و بصورت پیش فرض•

برای مثال گمنام سازی داده در هرجا که ممکن است•
تنظیمات حریم خصوصی در حالت حداکثری بصورت •

پیش فرض

توضیح شفاف در مورد نحوه استفاده و پردازش داده، مدت •

زمان نگهداری و اگر با دیگران به اشتراک گذاشته می 
شود.

امکان دریافت اطEعات ذخیره شده از کاربر، توسط کاربر •
و حق درخواست برای کاربر برای پاگ کردن اطEعات خود

ایجاد پست سازمانی مدیر حفاظت از داده در شرکتهایی •
که فعالیتشان حول محوو پردازش داده های دریافتی از 

کاربران می باشد
اعEم موارد دسترسی غیر مجاز به داده ها در ۷۲ ساعت•

جرایم تا ۲۰ میلیون یورو و یا ۴٪ در آمد 
جهانی، هر کدام که بیشتر باشد

MAY 35, 2018
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 X هزینه امن سازی ≤ هزینه دسترسی غیر مجاز به داده ها
احتمال آن

نیروی متخصص •

طراحی امن •

فرهنگ سازی •

و غیره•
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تاثیر هزینه

https://farnet.ir/1397/06/215941/snapp-spies-on-the-apps-youve-installed/
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https://farnet.ir/1397/06/215941/snapp-spies-on-the-apps-youve-installed/
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کمینه نمودن هزینه
دغدغەی شما برای ما مهم است 

سیستم عامل های اندروید و آی اواس امکان رویت نام  اپلیکیشن های نصب شده روی گوشی هوشمند را 
برای همەی اپ ها فراهم کردەاند و اهل فن می دانند که استفاده از آن به معنای دسترسی به محتوای 
اپلیکیشن ها و اطلاعات شخصی افراد در تلفن همراەشان نیست. اسنپ نیز با این امکان تنها از نصب 

اپلیکیشن های مشابه باخبر می شده و صرفا در تحقیقات بازاریابی خود از آن استفاده می کرده است. 
با این حال، دغدغەی به وجود آمده می تواند ما را از مسیر اصلی دور سازد و باعث آزردگی خاطر 
مخاطبانمان شود. از آنجایی که رضایت کاربران همیشه برای ما در اولویت بوده و همچنین برای رفع 
هرگونه سوتعبیر، فعلا از این امکان صرف نظر و کد درخواست را از سمت سرور حذف کردەایم. در 
نسخەهای بعدی اپلیکیشن  مسافر، این امکان به صورت اختیاری فعال خواهد شد، تا افرادی که 

مایلند در ارائەی بهتر به ما کمک کنند. 
امیدواریم به این ترتیب بتوانیم به وظیفه اصلی مان که بهبود خدمات حمل ونقلی کشور است بهتر عمل 

کنیم.

https://farnet.ir/1397/06/215941/snapp-spies-on-the-apps-youve-installed/
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حوزه بحث
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لایحه «صیانت و حفاظت از دادەهای شخصی» 

 ۶ مرداد ١٣٩٧

https://www.ict.gov.ir/fa/newsagency/21691/یحه-صیانت-و-حفاظت-از-داده-های-شخصی-رونمایی-شدv


