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Introduction

• Vulnerability detection as first step 
• Then, Vulnerability repair
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HOPPITY: Learning Graph Transformations to Detect and Fix Bugs 
in Programs, E. Dinella, H. Dai, Z. Li, M. Naik, L. Song, K. Wang, ICLR 
2020.
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Problem

Source-code analysis is: 
• Undecidable 
• Noisy 
• Rules are hand written 
• Tailored to specific code bases / bug patterns
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Javascript Challenges

• Incorrect operators 
• Incorrect identifiers 
• Accessing undefined properties 
• Mishandling variable scopes 
• Type incompatibilities
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Example
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Solution

Leverage large amounts of Javascript fixes on Github to locate and repair bugs
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Steps

• Represent source code 
• Represent fixes 
• Learning
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Goal
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Source code representation

• AST 
• ValueLink
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• Graph Edits

Fix representation
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Low level primitives

• Location 
• Value 
• Type
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Graph edit operators
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Graph transformation
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Inference
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Dataset

• OneDiff (just one change) 
• ZeroOneDiff (zero or one edit) 
• ZeroOneTwoDiff (zero, one or two edits)
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Evaluation
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Evaluation (cont.)
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Dos and Don'ts of Machine Learning in Computer Security, D. Arp, 
E. Quiring, F. Pendlebury, A. Warnecke, F. Pierazzi, C. Wressnegger, 
L. Cavallaro, K. Rieck, Usenix 2022.
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• [Hoppity] HOPPITY: Learning Graph Transformations to Detect and Fix Bugs 
in Programs, E. Dinella, H. Dai, Z. Li, M. Naik, L. Song, K. Wang, ICLR 2020. 
• [Arp] Dos and Don'ts of Machine Learning in Computer Security, D. Arp, E. 

Quiring, F. Pendlebury, A. Warnecke, F. Pierazzi, C. Wressnegger, L. Cavallaro, 
K. Rieck, Usenix 2022.
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