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Abstract. An access control model for Semantic Web should take the
semantic relationships among the entities, defined in the abstract con-
ceptual level (i.e., ontology level), into account. Authorization and policy
specification based on a logical model let us infer implicit security poli-
cies from the explicit ones based on the defined semantic relationships in
the domains of subjects, objects, and actions. In this paper, we propose a
logic based access control model for specification and inference of history-
constrained access policies in conceptual level of Semantic Web. The
proposed model (named TDLBAC-2) enables authorities to state policy
rules based on the history of users’ accesses using a temporal descrip-
tion logic called DLRUS. The expressive power of the model is shown
through seven different patterns for stating history-constrained access
policies. The designed access decision algorithm of the model leverages
the inference services of DLRUS, which facilitates the implementation of
an enforcement system working based on the proposed model. Sound in-
ference, history-awareness, ability to define access policies in conceptual
level, and preciseness are the main advantages of the proposed model.

1 Introduction

A proper access control model for a semantic-aware environment like Semantic
Web should consider the semantic relationships among entities in the subject,
object, and action domains. The relationships are defined as ontologies in Se-
mantic Web, and should be utilized in inferring the authorized accesses from the
explicit policy rules. On the other hand, considering the history of accesses may
be important in access control in many modern applications such as e-banking
systems. To consider these two aspects, we propose an access control model based
on a temporal description logic (DLRUS).

An access control model named as SBAC (Semantic Based Access Control) is
introduced in [1] for Semantic Web, with the aim of taking semantic relationships
into account . The SBAC model is extended in [2] to express policies with con-
straints on history of users’ accesses in the past. TDLBAC in [3] tries to remove
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two limitations of this extension. The first one is its restriction to the policies
at the level of individuals. Therefore, security authorities are unable to state
policies at the concept level. The second limitation is that the extension utilizes
a formal language without proof theory that is only used for stating policy con-
straints. TDLBAC improves this model through a logical framework. Expressing
security policy rules is possible using a logic-based language in TDLBAC.

Logic-based access control has many advantages including abstraction from
implementation, expressiveness, and verifiability [4,5]. For Semantic Web, using
logic can help to infer implicit authorized accesses from defined policies based on
defined relationships among entities. On the other hand, description logic (DL)
has always been considered as the foundation of Semantic Web for definition,
integration, and maintenance of ontologies [6]. Accordingly, DL is chosen as a
basis for proposing an access control model for Semantic Web in TDLBAC.

The other aspect in designing TDLBAC is access control with constraints
on history of users’ accesses. DLs in their standard forms are unable to state
dynamic aspects. In order to state the history constrained policies, a temporal
extension of a DL, named T L-ALCF is used in TDLBAC. The underlying logic
in TDLBAC (T L-ALCF) limits it to expression of a special pattern of policy
rules with history based constraints. In this paper, we improve TDLBAC by
changing the underlying logic to DLRUS , which enables us to express various
patterns of policy rules with constraints on history of accesses.

The proposed model in this paper is named TDLBAC-2. The model is intro-
duced with its components and the procedure for storing the history of users’
accesses. The access control algorithm is designed based on the inference services
of DLRUS . It enables us to discuss the complexity of the algorithm based on the
inference services. It will be also helpful in implementation of the model using
an available theorem prover for the DLRUS logic.

The rest of the paper is organized as follows: In section 2, TDLBAC-2 is
introduced with its components, and the patterns for definition of security rules.
Section 3 explains the access control procedure. Section 4 is a brief discussion on
the complexity of the access control algorithm. Section 5 evaluates TDLBAC-2
focusing on its comparison with TDLBAC. Section 6 reviews the related work
to the paper, and section 7 concludes the paper.

2 TDLBAC-2

2.1 Preliminaries

In this section, we briefly introduce the employed logic, DLRUS . It is a temporal
description logic proposed by Artale et al. in [7], [8]. The logic is based on the
decidable DL, DLR. There are efficient and complete algorithms for this logic
which are used in the real applications. Considering the desirable characteristics
of DLR, Artale et al. tried to add the temporal extension to this logic.

DLRUS is designed as a combination of DLR and propositional linear tempo-
ral logic with the operators Since and Until. In this logic, temporal operators are
applied to all syntactical expressions including concepts, relations and schemas.
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The previous attempts for adding temporal aspect include weaker languages in
the family of DLs which contain only binary relations. In DLRUS , the flow of
time, T = 〈Tp, <〉, in which Tp is a set of temporal points, and < is a binary
relation over Tp, is considered to be equivalent to 〈Z, <〉. Each time point is
representative of a time interval (between this point and the next one.)

DLR is the non-temporal fragment of DLRUS . For entity and relation ex-
pressions, it includes all the Boolean expressions, as well as the selection and
projection expressions. The selection expression Ui/n : E states an n-ary rela-
tion in which the argument Ui is of type E. The parameter name can be used
instead of stating its position. The projection expression (∃≶k

[j]R)I(t) is a pro-
jection of the relation R over its jth argument with respect to the cardinality
relation (≶ k). The basic syntactical types in DLRUS include concepts and n-
ary relations for n ≥ 2. The semantics of DLRUS includes the temporal models,
which are the triples I .=

〈
T , ΔI , .I(t)

〉
. ΔI is a nonempty set of objects (the

domain of I) and .I is an interpretation function such that for every t ∈ T ,
every concept E, and every n-ary relation R, EI(t) ⊆ ΔI and RI(t) ⊆ (ΔI)n.
In the following you can see a part of the syntax and semantic of DLRUS as
used in the design of TDLBAC-2. The intuitive meanings of ♦+, ♦−, and ⊕ are
“sometime in the future”, “sometime in the past”, and “at the next moment”.
Note that 
n is the top n-ary relation.

(
n)I(t) ⊆ (ΔI)n, RI(t) ⊆ (
n)I(t), (¬R)I(t) ⊆ (
n)I(t)\RI(t)

(Ui/n : E)I(t) =
{
〈d1, ..., dn〉 ∈ (
n)I(t)|di ∈ EI(t)

}

(♦+R)I(t) = {〈d1, ..., dn〉 ∈ (
n)I(t)|∃v > t.(〈d1, ..., dn〉 ∈ RI(v))}
(⊕R)I(t) = {〈d1, ..., dn〉 ∈ (
n)I(t)| 〈d1, ..., dn〉 ∈ RI(t+1)}

(♦−R)I(t) = {〈d1, ..., dn〉 ∈ (
n)I(t)|∃v < t.(〈d1, ..., dn〉 ∈ RI(v))}

(∃
≶k

[j]R)I(t) =
{

d ∈ 
I(t)|#{〈d1, ..., dn〉 ∈ RI(t)|dj = d} ≶ k
}

2.2 Overall TDLBAC-2 Model Description

TDLBAC-2 is an access control model based on the temporal description logic
DLRUS . The model includes two main DL components; TBox and ABox.

TBox contains statements expressing properties and relationships among en-
tities. Considering the nature of subsumption relationship which is the essential
operator in TBox, this component has a lattice structure [9]. ABox includes
assertions about the real world instances.

Since TDLBAC-2 is a history based access control model, it contains two
essential components from the “history based access control” point of view:

1. History Base (HB): contains the history of previous accesses. HB is stored
as a part of ABox.

2. History-based Policy-Base (HPB): is a set of security policy rules with con-
straints on history of accesses. The rules of HPB are stored in TBox.
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2.3 Model Terminology

In TDLBAC-2, the axioms related to the domain are stored in TBox. The ax-
ioms include the definition of different concepts, in addition to their semantic
relationships. TBox contains three hierarchies of concepts:

1. Subjects: Instances of these concepts are potential active users/agents/
webservices that require to access the objects.

2. Objects: Instances of these concepts can be accessed by subjects.
3. Actions: Instances of these concepts identify different access types.

Each security rule is defined as a logical relation and is stored in TBox. Security
rules are defined by specifying the sorts of the subjects that have permission
of a special type of access on the specific objects. In TDLBAC-2, security rules
are defined as ternary relations among subjects, objects and access types. To
specify the type of each access parameter, the selection operator (Ui/n : E) in
DLRUS is utilized. The selection operator states an n-ary relation that one of
its parameters, called Ui(i ≤ n) is of type E. Using this operator, we can specify
the types of the three parameters of a security rule. The pattern for defining
security rules in TDLBAC-2 is as follows:

(policy-rule)i ≡ (PS1/3 : SType) 
 (PO2/3 : OType) 
 (PA3/3 : AType)

In this pattern, (policy-rule)i is a name given to the defined security rule.
SType is a concept in the hierarchy of subjects, OType is a concept in the
objects hierarchy, and AType belongs to the actions hierarchy.

TDLBAC-2 is an access control model which allows stating the history con-
strained policy rules. Therefore, in TDLBAC-2, there is a history of accesses
similar to the policy rules. Each access logged in the history is a ternary relation
between specific types of subjects, objects, and actions. To define the types of an
access parameters, the selection operator (Ui/n : E) is utilized in the access def-
inition. The parameters of accesses are named as AS, AO, and AA. The pattern
for access definition in TDLBAC-2 is as follows:

accessi ≡ (AS1/3 : SType) 
 (AO2/3 : OType) 
 (AA3/3 : AType)

accessi is a name given to the logged access. In this paper, we simply only use the
name of the argument and omit the indexes (for example, AS instead of AS1).

2.4 Ground Assertions

In a DL based system, ground assertions are stored in ABox. These facts are
grouped into three categories in TDLBAC-2:

– The assertions which state correspondence of instances to the concepts de-
fined in subjects, objects, and actions hierarchies.

– The assertions which state the users’ previous accesses and are stored in
HB as a part of ABox. These assertions are utilized for checking the history
based constraints of security policy rules in the access control procedure.
These assertions are added to ABox after granting each request.
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– The assertions which are related to the type of requester in each request.
They are added to ABox based on the certificates that the requester attaches
to her request. This is discussed in Section 3 in details.

2.5 Security Policy Rules Definition

TDLBAC-2 allows security authorities to define history constrained policy rules.
These rules specify the authorized types of subjects, objects, and actions, as well
as the constraints defined over the previous accesses. In most of the access con-
trol systems based on the history of accesses (like e-government systems), the
constraints are enforced on the history of subjects’ accesses. For instance, con-
sider a security rule which gives the right of attending in the second round of
the election to those who have voted in the first round. The idea of expressing
history constrained policy rules in TDLBAC-2 is stating the history based con-
straint of the rule besides the permitted type of the subject. The history based
constraints are stated using the operators defined in the syntax of DLRUS logic.
The operator which is utilized the most in stating the history constrained policy
rules is ♦− . The informal meaning of this operator is “sometime in the past”.

To limit the subjects of a security rule to those who had a special access in
past, the projection expression is used. As seen in the semantics, the interpre-
tation of the projection expression is a set of instances for which the number
of relations of type R having these instances as their ith argument, satisfies the
specified relation with k (equals, less than or greater than). This operator can
be used to specify the number and type of users’ accesses.

2.6 Patterns of History Constrained Policy Rules

The main purpose of this paper is investigation into the specification of history
constrained policies in conceptual level using DLRUS . Therefore, in this section,
different patterns to define possible security policy rules in TDLBAC-2 (based
on DLRUS) are introduced:

Pattern 1. Pattern 1 is used to state the rules which authorize those users who
had special accesses in the past. In the other words, special accesses have been
registered by these users in the history base (HB). The pattern of stating such
policy rules is as follows:

(policy-rule)i≡(PS/3:(SType�♦−∃�1[AS](accesssi)))�(PO/3:OType)�(PA/3:AType)

(policy-rule)i is a policy rule that gives the SType users, the permission of AType
accesses to objects of type OType with the constraint of having an access of type
accessi in the past. The constraint on the existing an access of type accessi is
defined by (♦−∃�1[AS](accessi)) in this rule. This condition is conjuncted to the
other condition of the subject on its type (i.e., SType). To clarify the meaning,
let’s take a look at the semantics of the history based constraint in this pattern:
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(♦−∃�1[AS]accessi)I(t) =
{
d ∈ (
)I(t)|∃v < t.d ∈ (∃�1[AS]accessi)

I(v)
}

=
{
d ∈ (
)I(t)|∃v < t.#

{
〈dAS , dAO, dAA〉 ∈ (accessi)I(v)|dAS = d

}
� 1

}

Interpretation of the constraint at time t contains instances (in the domain of
I) which are the AS argument of one or more relations of type accessi in a time
point less than t.

As an example of this pattern, suppose the security rule in a second round
election which gives the permission of voting to the residents of the country
(instances of type resident). Moreover, the right of voting is limited to those
who have voted in the first round. The security policy rule for this election can
be stated as follows:

vote-policy-2nd ≡ PS/3:(Resident 
♦−∃�1[AS](vote-1st))

PO/3:election-system
 PA/3:vote

vote-1st is a relation which specifies the type of an access. Regarding this policy
rule, a requester is authorized, if he/she is the AS argument (subject) of an
access of type vote-1st, which can be defined in TBox as follows:

vote-1st ≡ AS/3:resident 
 AO/3:election-system
 AA/3:vote

Pattern 2. Pattern 2 is used to state the policy rules which authorize the
subjects who had a given number of accesses of special type.

(policy-rule)i≡PS/3:(SType�∃≶n[AS](♦−accessi)) �PO/3:OType�PA/3:AType

The cardinality in the projection expression is utilized to express the limitation
on the number of accesses (equals, less than, or greater than a given number).
To clarify, let us take a look at the semantics of the constraint in this pattern:

(∃≶n[AS](♦−accessi))I(t) =
{
d ∈ (
)I(t)|#

{
〈dAS , dAO, dAA〉 ∈ (♦−accessi)I(t)|dAS = d

}
≶ n

}
=

{

d ∈ (
)I(t)|#
{

〈dAS , dAO, dAA〉 ∈ (
3)I(t)|∃v < t.

〈dAS , dAO, dAA〉 ∈ (accessi)I(v) ∧ dAS = d

}

≶ n

}

For example, the permission of taking the entrance exam can be given to those
who took it less than “y” times.

Pattern 3. Pattern 3 is used to state the policy rules which give the permission
to the subjects who had accesses in some time interval in the past for specified
number of times. As mentioned in “Preliminaries” section, time in DLRUS is
considered as a partial order, T = 〈Tp, <〉, in which Tp is a set of time points.
Moreover, each time point is representative of a time interval defined in the logic
semantics. The pattern for stating such policy rules is as follows:

(policy-rule)i≡PS/3:(SType�♦−∃≶n[AS](accessi))�PO/3:OType�PA/3:AType
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To clarify, let us take a look at the semantics of the constraint defined in the
above rules:

(♦−∃≶n[AS]accessi)I(t) =
{
d ∈ (
)I(t)|∃v < t.d ∈ (∃≶n[AS]accessi)

I(v)
}

=
{
d ∈ (
)I(t)|∃v < t.#

{
〈dAS , dAO, dAA〉 ∈ (accessi)I(v)|dAS = d

}
≶ n

}

So an authorized subject has been the subject of a special kind of relations
(actions) for more or less than a specified number of times in a specific time
interval (the time point v is representative of this interval) . As an example, we
can state a policy rule which gives the permission of undertaking a special kind
of projects to those, who have the record of doing more than two projects in a
year (in a model that each time point is representative of a year).

Pattern 4. Pattern 4 is used to state the policy rules which give a permission
to ones who had accesses in some consecutive intervals. The pattern is as follows:

(policy-rule)i ≡ PS/3:(SType 
 ♦−(∃�1[AS]accessi 
 ∃�1[AS] ⊕ accessj

∃�1[AS] ⊕⊕accessk 
 ...)) 
 PO/3:OType
 PA/3:AType

accessi, accessj, and accessk are representatives of three accesses in three consec-
utive intervals in the past. The semantics of the constraint on history of accesses
in this pattern is as follows:

(♦−(∃�1[AS]accessi 
 ∃�1[AS] ⊕ accessj 
 ∃�1[AS] ⊕⊕accessk))I(t) =
{

d∈(�)I(t)|∃v<t.d∈(∃�1[AS]accessi�∃�1[AS]⊕accessj�∃�1[AS]⊕⊕accessk)I(v)
}

=

⎧
⎪⎪⎨

⎪⎪⎩
d∈(�)I(t)|∃v<t.

⎧
⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

#{〈dAS , dAO, dAA〉 ∈ (accessi)I(v)|dAS = d} � 1

∧#{〈dAS , dAO, dAA〉 ∈ (accessj)I(v+1)|dAS = d} � 1

∧#{〈dAS , dAO, dAA〉 ∈ (accessk)I(v+2)|dAS = d} � 1

⎫
⎪⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎪⎭

⎫
⎪⎪⎬

⎪⎪⎭

The pattern is extensible for more consecutive intervals in a similar way. As
an example, using this pattern, we can define a policy rule which gives the
permission of using insurance services to those, who have paid the insurance fee
for at least three consecutive months.

Pattern 5. Pattern 5 is used to state the policy rules which give permission to
those who had special accesses with a certain order in the past.

(policy-rule)i ≡ PS/3:(SType 
♦−(∃�1[AS]accessi 
 ♦+∃�1[AS]accessj))

PO/3:OType
 PA/3:AType

In this pattern, the history constraint is defined over the subjects, in the way
that it should be the instance of two access types, accessi and accessj. Moreover,
the accessi instance should precede the accessj instance. By nesting the ♦+ and
♦− operators in this way, we can provide the concept of precedence relation
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between the accesses in the past, since ♦+ shows “sometime in the future”,
relative to “sometime in the past”, which is provided by ♦−. Let us take a look
at the semantics of the constraint on the history of accesses in this pattern:

(♦−(∃�1[AS]accessi 
♦+∃�1[AS]accessj))I(t) =
{

d ∈ (
)I(t)|∃v < t.d ∈ (∃�1[AS]accessi 
 ♦+∃�1[AS]accessj)I(v)
}

=
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

d ∈ (
)I(t)|∃v < t.

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

#

{
〈dAS , dAO, dAA〉 ∈
(accessi)I(v)|dAS = d

}

� 1 ∧ ∃v < w.

#

{
〈d,

AS , d,
AO, d,

AA〉 ∈
(accessj)I(w)|d,

AS = d

}

� 1

⎫
⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎭

⎫
⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎭

As an example of this pattern, access to the electronic payment page of a banking
system is allowable, only if the client has accessed an online store, and then
inserted the information of her credit card.

Meta Pattern 6. Definition of different accesses separately may cause TBox
to be extremely large in some systems. Meta pattern 6 is a method to alleviate
this problem. We explain this pattern with its application to pattern 3:

(policy-rule)i ≡ PS/3:(SType 
 ∃≶n♦−[AS](accesssi 
 AS/3:S′′Type

AO/3:O′′Type 
 AA/3:A′′Type)) 
 PO/3:OType
 PA/3:AType

accessi ≡ AS/3:S′Type 
 AO/3:O′Type 
 AA/3:A′Type

In this pattern, accessi is defined as an access with general types of access
parameters. In the definition of (policy-rule)i, the types of subject, object, and
action are defined more specifically. In this pattern, the relation between S′′Type,
O′′Type, and A′′paType with S′Type, O′Type, and A′Type is as follows:

(S′′Type 
 S′Type �= ∅) ∧ (O′′Type 
 O′Type �= ∅) ∧ (A′′Type 
 A′Type �= ∅)

This way, we can save the volume of the ontology related to the definition of
accesses. This meta pattern can be similarly applied to other patterns too. For
example, consider the action of repaying a loan in a banking system as follows:

repay-loan ≡ AS/3:account-holder
 AO/3:loan
 AA/3:repay

Now, consider a security rule, which gives the permission of getting the secured
loan to those who already repaid at least three unsecured loans. The security
loan policy rule can be defined as follows:

secured-loan-policy ≡ PS/3 : (account-holder 
 ♦−∃�3[AS](repay-loan

AO/3 : unsecured-loan)) 
 PO/3:secured-loan
 PA/3:get

“AO/3 : unsecured-loan” expresses the relations in which the AO parameter is
of type unsecured-loan. This condition is conjuncted to the “repay-loan” access
type, which is itself a relation.
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Meta Pattern 7. Meta Pattern 7 is used to state the negation of history based
constraints. The pattern might be applied to patterns 1 to 4 as follows:

– Applying pattern 7 to pattern 1 is as follows:

(policy-rule)i≡PS/3:(SType�¬♦−∃�1[AS](accessi))�PO/3:OType�PA/3:AType

For example, using this pattern, we can state the policy rule which gives the
permission of getting the loan to those who have not already got any loan.

– Applying pattern 7 to pattern 2 is as follows:

(policy-rule)i≡PS/3:(SType�¬∃≶n[AS](♦−accessi))�PO/3:OType�PA/3:AType

As an example of this pattern, we can mention a policy rule, which gives
the permission of registration in an education system to those who have not
already registered more than 11 times in the system.

– Applying pattern 7 to pattern 3 is as follows:

(policy-rule)i≡PS/3:(SType�¬♦−∃≶n[AS](accessi))�PO/3:OType�PA/3:AType

As an example, consider a rule in a banking system, based on which only
those who have not withdrawn from their accounts more than five times in
any of the previous years can fill loan application forms.

– Applying pattern 7 to pattern 4 is as follows:

(policy-rule)i ≡ PS/3:(SType 
 ¬♦−∃�1[AS](accessi 
 ⊕accessj 
 ⊕...))

PO/3:OType 
 PA/3:AType

For example, consider a rule in an education system for students who want
to register as teaching assistantships. This rule might restrict the permission
to those who did not pass two consecutive terms with GPA lower than 16.

To clarify the meaning of pattern 7, the semantics of the history constraint
(¬∃�n[AS](♦−accessi)) in application of this pattern to pattern 2 is formalized:

(¬∃≶n[AS](♦−accessi))
I(t) = 
I(t)\(∃≶n[AS](♦−accesssi))

I(t) =


I(t)\
{

d ∈ 
I(t)|#{〈d1,...,dn〉 ∈ (♦−accesssi)I(t)|dAS = d} ≶ n
}

=


I(t)\
{

d ∈ 
I(t)|#{〈d1,...,dn〉 ∈ (
n)I(t)|∃v < t. 〈d1,...,dn〉 ∈ (accesssi)I(v)

∧dAS = d} ≶ n

}

The permission is given to those who did not have ≶ n access(es) of type accessi.

3 Access Control Procedure

A formal procedure for handling an access request in TDLBAC-2 is as follows.
An access request is interpreted as a triple (sr,or,ar), where sr is the subject of

the request, or is the object , and ar is the requested access type. Two conditions
should be satisfied for applicability of a security rule in HPB to a request:
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– Type Compatibility Condition: The types of the access request param-
eters should be compatible with the types of the parameters specified in the
the policy rule. Suppose, scr, ocr, and acr are the types of the subject, object,
and action parameters in the request, and scp, ocp, and acp are the types of
the corresponding parameters in the policy rule. A policy rule is applicable
to an access request, if: scr � scp ∧ ocr � ocp ∧ acr � acp

In other words, the types of the parameters in the request should be sub-
sumed by the types of the corresponding parameters in the security rule.

– History Constraint: The history constraint in the policy rule definition
should be satisfied w.r.t. the facts inserted to the history base.

In the following, we first discuss how to store the history of accesses. Then, the
proposed algorithm for access control is described. To clarify the whole proce-
dure, an example is used.

Example: Consider an election system in a country. The election-system is a
concept in the objects hierarchy in TBox. This concept has an instance in each
city which can be accessed via the web. Suppose that the system is used in a
presidential election in the second round. The security rule is to limit the voters
to a group of the residents who voted in the first round. Resident is a concept
in the subjects hierarchy. The security rule can be stated in HPB as follows:

vote-policy-2nd ≡ PS/3:(resident 
 ♦−∃�1
[AS](vote-1st)) 
 PO/3:election-system 
 PA/3:vote

The concept of vote-1st is defined in TBox as follows:

vote-1st ≡ AS/3:resident 
 AO/3:election-system
 AA/3:vote

3.1 Storing the History of Accesses in HB

To describe the process of storing the history of accesses in HB, we use the
election system example. The requests for voting in the first round are processed
with respect to the security rules in HPB. For every request granted by the
system, the facts related to the corresponding access will be inserted to ABox.

Suppose that “John Day” has a request for voting in the first round of presi-
dential election in an instance of the election-system concept, named as election-
sub20. The request is granted after being processed by the access control system.
The next step is to store the access in HB. To store the access with its parame-
ters, this statement is inserted to ABox: vote-1st(12345,election-sub20,v1,t1). v1

is an instance of the vote action which is delivered to the system as a parameter
of the request. The point is that we have UNA (Unique Name Assumption) for
subjects in TDLBAC-2, similar to the case in TDLBAC. Therefore, the unique-
ness of the subjects in storing and retrieving is guaranteed. For instance, in the
example of the election system, the national ID of people is used for this pur-
pose. In the stored statement, 12345 is considered as John’s national ID. The
parameter t1 in the stored statement is the time of granting the access request.
Using this parameter in storing an instance in ABox is necessary in DLRUS .
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Generally speaking, suppose that acc is the name of the relation related to
the performed access, and sr, or, and ar are the instances forming the subject,
object, and action parameters of the access request respectively. To store the
access occurred in t1, this statement is inserted to ABox: acc(sr,or,ar,t1). Using
this technique, each access could be distinguished by its four parameters in ABox.

3.2 Access Control Algorithm

To clarify the proposed algorithm, we continue with the election system example.
Suppose that “John Day” wants to vote in the second round of the presidential
election. Instances of the object and action are known in the server side. However,
all the potential users are not known by the access control system. Subject iden-
tification is based on the certificates that the user attaches to her request. The
system is able to map the requester to the concepts in the hierarchy of subjects
using the delivered certificates. For instance, ”John Day” might be mapped to
the resident concept by one of his certificates, and to the graduate concept by the
other one. It is important that a unique certificate be included in the attached
certificates, so that UNA can be satisfied. Corresponding statements are inserted
to ABox to be used in the access control procedure. For example, using 12345
as John’s national ID, the statements resident(12345,t2) and graduate(1234,t2)
are inserted to ABox before starting the access control procedure (in t2).

Checking the applicability of each security rule with respect to the access
request is performed using instance checking inference service. In our proposed
algorithm, this service checks whether the triple related to the requested ac-
cess is a member of the relation defined with respect to a security rule or not.
Suppose, in the election system example, the parameters of the access request
(voting in the second round) are 12345, election-sub30, and v2 respectively. In
this case, to check the applicability of the security rule “vote-policy-2nd” to the
access request, the instance checking inference service will be used to check the
satisfiability of vote-policy-2nd(12345,election-sub30,v2,t3).

Generally speaking, if sr, or, and ar are the parameters of the access re-
quest, and (policy-rule)i is the security rule, the access control algorithm will
be performed using the (policy-rule)i(sr,or,ar,t) inference service. If this infer-
ence service returns true, the two following conditions of compatibility between
the security rule and the access request are satisfied:

1. Type Compatibility Condition: The instance checking inference service
returns true, if the three type conditions of (policy-rule)i i.e., (PS/3:SType

PO/3:OType
 PA/3:AType) are satisfied with respect to the three param-
eters of the access request, (sr,or,ar). The facts related to the types of the
object and access parameters are already in ABox. The facts related to the
type of the subject parameter have been inserted to ABox with respect to
the attached certificates.

2. History Constraint: The instance checking inference service returns true,
if the history constraint in the definition of (policy-rule)i is satisfied w.r.t.
the facts in ABox and parameters of the request.
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Using the above procedure, each access request can be checked against each
policy rule. The algorithm is terminated in one of the two following scenarios:

– An applicable security policy rule to the access request is found; the request
is granted by the access control system.

– None of the security policy rules has the required conditions for granting the
request; the request is rejected by the system.

4 Complexity of the Access Control Algorithm

Full DLRUS , even restricted to atomic formulas, turns out to be undecidable [7].
DLRUS

− is a decidable fragment of DLRUS , in which the temporal operators
are applied only to the concepts and formulas. In other words, in this decidable
fragment, the temporal operators can not be applied to n-ary relations (n�2).
The computational behavior of DLRUS

− can be summarized as follows [7]:

– The logical implication problem in DLRUS
−, when restricted to atomic for-

mulas, is EXPTIME-complete.
– The formula satisfiability problem (and the logical implication) in DLRUS

−

is 2EXSPACE-complete.
– The problem of query containment for non-recursive Datalog queries in

DLRUS
− is decidable in 2EXPTIME and is EXSPACE-hard.

As mentioned before, policy rules are expressed as logical relations in TDLBAC-
2. The only pattern that can not be stated under DLRUS

− constraints is pattern
2, since the temporal operator ♦− is applied to the ternary relation in this
pattern. Therefore, we study the complexity of the access control algorithm
without considering pattern 2. Note that undecidability of the underlying logic
should not be considered as a great weakness for pattern 2. With further research
in this area, decidable algorithms might be found for a larger fragment of DLRUS

that includes such formulae.
The algorithm of access control in TDLBAC-2 in the worst case will include

an instance checking inference service for each security rule. The instance check-
ing inference service can be expressed as the problem of answering (boolean)
conjunctive queries [10]. It is proved in [11] that query answering under DL con-
straints can be reduced to query containment. On the other hand, The problem
of query containment for non-recursive Datalog queries in DLRUS

− is decidable
in 2EXP-TIME and is EXSPACE-hard [7]. Since the problem of query answering
is reducible to the problem of query containment, 2EXP-TIME can be consid-
ered as the upper bound for this problem. In the access control procedure, the
service is performed for all the security rules in the worst case. Since there is a
limited number of security rules, the upper bound of complexity of the algorithm
will remain 2EXP-TIME in the worst case.

Note that we investigated the upper bound of the algorithm based on the known
complexity of inference services. The point of this section is proof of the algorithm
decidability. In future, efficient algorithms and reasoners might be developed for
the logic that can lead to an efficient implementation of TDLBAC-2.



198 F. Faghih, M. Amini, and R. Jalili

5 Evaluation and Comparison

TDLBAC [3] and TDLBAC-2 are two access control models based on a temporal
extension of DLs for expressing the history constrained security rules in Semantic
Web. In this section, we compare these two models from different points of view.

5.1 The Applied Logic

The logic used for stating the security policy rules in TDLBAC is T L-ALCF ,
while TDLBAC-2 uses DLRUS . T L-ALCF is an interval-based temporal exten-
sion of the DL ALCF , while DLRUS is a point-based temporal extension of the
DL DLR. One of the advantages of DLRUS over T L-ALCF is its ability to
state n-ary relations (n�2). n-ary relations (n�2) in DLRUS allows us to define
a 3-ary relation for each access and policy rule, instead of defining a concept and
three binary relations as in TDLBAC. Similarly, to store the history of accesses
in HB, one statement is enough for each access. However, in TDLBAC four
statements are registered for each access. It is obvious that stating security rules
and accesses is easier in TDLBAC-2. Moreover, the size of HB in TDLBAC-2
is smaller in comparison to TDLBAC in similar conditions. This can reduce the
problem of size for large history bases. Moreover, it can help the access control
procedure to be more efficient.

5.2 Expressiveness

To compare TDLBAC and TDLBAC-2 from the expressiveness point of view, we
take a look at the ability of TDLBAC to state the patterns used in TDLBAC-2.

TDLBAC is able to state policy rules in pattern 1. However, it is not able
to state policy rules of pattern 2, since there is no operator for stating the
cardinality in the syntax of T L-ALCF . In TDLBAC, it is not also possible to
state policy rules of patterns 3,4, and 5. The reason is the interval based nature
of the temporal part of T L-ALCF . In TDLBAC, for each access, a separate
concept should be defined, and it does not propose a method for decreasing
the ontology size like meta pattern 6. Application of meta pattern 7 is not also
possible using the ¬ operator in TDLBAC.

6 Related Work

Logical ideas and tools have been used since late 90’s by many researchers to
state different kinds of security rules. Kolaczek in [4] employs Deontic Logic
to propose a new formal model for role-based access control. Deontic Logic is
used as a language for specification of security policies, which helps to automate
the implementation of policies. Chae in [5] uses a a modal logic to propose a a
kind of role-based access control model. The novelty of this model is to perform
authorization at the level of classes, instead of individual objects, which leads to
more flexibility in security management.
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The other related works include the works for expressing the security rules based
on the past events. Among those, Chinese Wall Security Policy in [12] and Deeds
system in [13] can be mentioned. These works focus on collecting a selective history
of sensitive access requests and using this information to constrain future access
requests. Abadi in [14] uses a different approach which considers the history of con-
trol transfers, rather than a history of sensitive requests. None of these works con-
siders access control in a semantic-based environment, as well as conceptual-level
policy specification and inference. Bertino in [15] presents a language to express
both static and dynamic authorization constraints as clauses in a logic program.
This work considers the execution history of the workflow for workflow manage-
ment systems. Our schema differs from the above approach in employing a tem-
poral description logic to propose a model suitable for Semantic Web. We also
provide seven patterns for expressing different kinds of history-based policy rules.

With the growth of Semantic Web, access control for these environments have
been extensively investigated. An access control model for a semantic-aware en-
vironment should consider the defined semantic relationships among entities to
infer the authorized accesses from the defined policy rules. Several efforts as in
[1] have been put into designing access control models for semantic-aware envi-
ronments such as Semantic Web. The important novelty of the proposed model
in [1], named SBAC, is reducing semantic relationships (defined as ontologies
in three domains of access control) to subsumption. This approach reduces the
temporal and spatial complexities, and simplifies the authorization propagation.
TSBAC [2] is an extension of the SBAC model [1], which allows expressing the
policies with the constraints on history of users’ accesses. TDLBAC is proposed
in [3] to remove two weaknesses of TSBAC; Restriction to the security policies
in the level of individuals, and Lack of proof theory in the formal language.

TDLBAC tries to improve TSBAC with a logical foundation to take advan-
tage of a logic-based model. In this model, it is possible to state the history-
constrained policy rules in conceptual (ontology) level. TDLBAC is restricted to
a special pattern for stating the policy rules. In this paper, we tried to improve
this work using another temporal extension of DLs for our proposed model.

7 Conclusions

In this paper, we proposed an access control model based on a temporal descrip-
tion logic, DLRUS , for Semantic Web. The main characteristic of the proposed
model is its ability to express historical constraints in policy specification in
conceptual or ontology level. To show how the model can be used in practice,
seven usage patterns are introduced in the paper. The expressive power of the
proposed model enables it to be used in different applications such as banking
and insurance systems, elections systems, and education systems. The examples
of such usages are presented in this paper after introducing each usage pattern.
The inference ability, which is embedded in the access control procedure of the
proposed model (using the inference services of the underlying logic), enables
it to infer implicit security policies from the explicit ones based on the defined
semantic relationships in the conceptual abstract layer of Semantic Web.



200 F. Faghih, M. Amini, and R. Jalili

References

1. Javanmardi, S., Amini, M., Jalili, R., GanjiSaffar, Y.: SBAC: A Semantic–Based
Access Control Model. In: Proceedings of the 11th Nordic Workshop on Secure
IT-Systems, NordSec2006, Linkping, Sweden:[sn], pp. 157–168 (2006)

2. Ravari, A.N., Amini, M., Jalili, R.: A Semantic Aware Access Control Model with
Real Time Constraints on History of Accesses. In: International Multiconference
on Computer Science and Information Technology, pp. 827–836 (2008)

3. Faghih, F., Amini, M., Jalili, R.: A Temporal Description Logic Based Access
Control Model for Expressing History Constrained Policies in Semantic Web. In:
Proceedings of the 2009 IEEE International Symposium on Policies for Distributed
Systems and Networks, pp. 142–149. IEEE Computer Society, Los Alamitos (2009)

4. Ko�laczek, G.: Application of Deontic Logic in Role–Based Access Control. Int. J.
Appl. Math. Comput. Sci. 12(2), 269–275 (2002)

5. Chae, J.: Towards Modal Logic Formalization of Role-Based Access Control with
Object Classes. In: Derrick, J., Vain, J. (eds.) FORTE 2007. LNCS, vol. 4574, p.
97. Springer, Heidelberg (2007)

6. Baader, F., Horrocks, I., Sattler, U.: Description logics as ontology languages for
the semantic web. LNCS (LNAI), pp. 228–248. Springer, Heidelberg (2005)

7. Artale, A., Franconi, E., Wolter, F., Zakharyaschev, M.: A temporal descrip-
tion logic for reasoning over conceptual schemas and queries. LNCS, pp. 98–110.
Springer, Heidelberg (2002)

8. Artale, A., Franconi, E., Mosurovic, M., Wolter, F., Zakharyaschev, M.: The DLRUS
temporal description logic. In: Proceedings of the 2001 Description Logic Workshop
(DL 2001), Citeseer, pp. 96–105 (2001)

9. Baader, F., Calvanese, D., McGuinness, D.L., Patel-Schneider, P., Nardi, D.: The
description logic handbook: theory, implementation, and applications. Cambridge
Univ. Pr., Cambridge (2003)

10. Calvanese, D., De Giacomo, G., Lembo, D., Lenzerini, M., Rosati, R.: Data com-
plexity of query answering in description logics. In: Proc. of the 10th Int. Conf. on
the Principles of Knowledge Representation and Reasoning (KR 2006), pp. 260–270
(2006)

11. Calvanese, D., De Giacomo, G., Lenzerini, M.: Conjunctive query containment
and answering under description logic constraints. ACM Transactions on Compu-
tational Logic (TOCL) 9(3), 22 (2008)

12. Brewer, D.F.C., Nash, M.J.: The Chinese wall security policy. In: Proceedings of
the 1989 IEEE Symposium on Security and Privacy, Citeseer, pp. 206–214 (1989)

13. Edjlali, G., Acharya, A., Chaudhary, V.: History-based access control for mobile
code. In: Proceedings of the 5th ACM Conference on Computer and Communica-
tions Security, pp. 38–48. ACM, New York (1998)

14. Abadi, M., Fournet, C.: Access control based on execution history. In: Proceedings
of the 10th Annual Network and Distributed System Security Symposium, Citeseer,
pp. 107–121 (2003)

15. Bertino, E., Ferrari, E., Atluri, V.: The specification and enforcement of authoriza-
tion constraints in workflow management systems. ACM Transactions on Informa-
tion and System Security (TISSEC) 2(1), 104 (1999)


	Specification of History Based Constraints for Access Control in Conceptual Level
	Introduction
	TDLBAC-2
	Preliminaries
	Overall TDLBAC-2 Model Description
	Model Terminology
	Ground Assertions
	Security Policy Rules Definition
	Patterns of History Constrained Policy Rules

	Access Control Procedure
	Storing the History of Accesses in HB
	Access Control Algorithm

	Complexity of the Access Control Algorithm
	Evaluation and Comparison
	The Applied Logic
	Expressiveness

	Related Work
	Conclusions
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




